RSA Algorithm

Find the ciphertext and corresponding plaintext of given
following

Given prime Number p=17, q=11, Plaintext, M=88
N=p*q=17*11=187

o(n)=(p-1)(q-1)
=16*10=160

e=public key
gcd(o(n), e)

for e=2, gcd(160,2)
for e=3, gcd(160,3)=1 ; reminder exist

now public key e= 3

now d=( 1+ o(n). K)/e
when k=0, d=(1+160*0)/3=1/3;

k=1, d=(1+160%*1)/3=161/3;
k=2, d=(1+160%*2)/3=321/3=107

private key d= 107
we have e=3, d=107, n=187
public key = (3, 187)



private key= (107, 187)
plaintext M=88

C=M®mod n

=882 mod 187

=88*88% mod 187

=88(7744 mod 187)mod 187
=88*77 mod 187

= 6776 mod 187

=44

Ciphertext C=44

M=C% mod n

=44 mod 187

= 44* 441% mod 187

=44* (44%)> mod 187

=44* (1936 mod 187)>* mod 187

=44* (66)>> mod 187

=44* {66* 66°> mod 187} mod 187

=44* {66* (66%)*° mod 187} mod 187

=44* {66* (4356 mod 187)* mod 187} mod 187



=44* {66*55%° mod 187} mod 187

=44* {66*(55%)** mod 187} mod 187

=44* {66* (3025 mod 187)* mod 187} mod 187

=44* {66* 33* mod 187} mod 187

=44* {66* (33*[33'2 mod 187] mod 187} mod 187

=44* {66* (33* (33%)°*mod 187) mod 187} mod 187

=44* {66* (33* [1089 mod 187]° mod 187) mod 187} mod 187
=44* {66* (33*154° mod 187) mod 187} mod 187

=44* {66* (33* (154°)°> mod 187) mod 187} mod 187

=44* {66* (33* (23716 mod 187)* mod 187) mod 187} mod 187
=44* {66* (33* 154°mod 187) mod 187} mod 187

=44* {66* (33* [154* 154° mod 187] mod 187) mod 187} mod
187

=44* {66* (33* [154* (23716 mod 187) mod 187) mod 187}
mod 187

=44* {66* (33* [154*154 mod 187] mod 187} mod 187

=44* {66* (33*[ 23716 mod 187] mod 187) mod 187} mod 187
=44* {66* (33*154 mod 187) mod 187} mod 187

=44* {66* (5083 mod 187) mod 187} mod 187

=44* {6633 mod 187} mod 187

=44* {2178 mod 187} mod 187



=44* 121 mod 187
=5324 mod 187
=88

Plaintext M=88



Diffie Hellman Key Exchange Algorithm

For user A and B exchange the key using Diffie Hellman
algorithm. Assume a=3, q=353, x,=97, x,=233, now find the
value of y, ypand k.

Solution:
Now we calculate public of user A
®y,=a*modq

=(3)°” mod 353

=3* 3% mod 353=3*(3%)® mod 353= 3* (32mod 353)** mod 353
=3* (9)* mod 353=3* (9%)** mod353= 3* (81 mod 353)?* mod
353

=3* (81)%* mod 353 = 3* (812)** mod 353

=3* (6561 mod 353)** mod 353

= 3* 207*? mod 353

= 3* (207°mod 353)® mod 353

=3* 136° mod 353

=3* (1362 mod 353)3 mod 353

=3* 1403 mod 353

=3* (140* (1402 mod 353) mod 353) mod 353

=3* (140*185 mod 353) mod 353

=3* (25900 mod 353) mod 353

=40

Now we calculate public of user B



® v; = a*® mod q

=3233 mod 353

= 3* 3232 mod 353=3* (32 mod 353)® mod 353

=3* 9116 mod 353= 3* (92mod 353)°® mod 353

=3* 81°8 mod 353

=3* (812 mod 353)%° mod 353

=3* 207% mod 353

=3* (207* 207?® mod 353) mod 353

=3* (207 (2072 mod 353)** mod 353) mod 353

=3* (207* 136'* mod 353) mod 353

=3* (207* (1362 mod 353)” mod 353) mod 353

=3* (207* 1407 mod 353) mod 353

=3* (207 * [140* 140°] mod 353) mod 353
=3*(207* [140* (1402 mod 353)3*mod 353] mod 353
=3*(207* [140* 1853 mod 353] mod 353) mod 353
=3*(207 * [140* (185* (1852 mod 353) mod 353) mod 353] mod
353

=3*(207* [140* (185* 337 mod 353) mod 353] mod 353
=3* (207*[140* 217 mod 353] mod 353) mod 353

=3* (207 *22 mod 353) mod 353

=3* 318 mod 353=954 mod 353

=248

Now Common Secret key of A

Kag= VBXA mod 353



=248 mod 353

=248* (2482 mod 353)* mod 353
=248 * (82)* mod 353

=248 * (822 mod 353)** mod 353
=248 * (17)** mod 353

=248 * (17° mod 353)*? mod 353
=248 * 289'2 mod 353

=248 * (2892 mod 353)® mod 353
=248 * (213)®*mod 353

=248 * ( 2132 mod 353)3 mod 353
=248 * (185)° mod 353

=248 * (185*(185% mod 353) mod 353) mod 353
=248 * (185* 337 mod 353) mod 353
=248 * 217 mod 353=53816 mod 353
=160

Now Common Secret key of B
KAB= yAXB mod 353

=40%% mod 353

= 40* 40%? mod 353

=40* (40? mod 353)'®* mod 353
=40* (188)*** mod 353

=40* (1882 mod 353)*®*mod 353
=40* 44°® mod 353

=40* (442 mod 353)?° mod 353

=40 * (171)%° mod 353

=40* (171* 171°® mod 353) mod 353



=40 * (171* (1712 mod 353)* mod 353) mod 353

=40* (171* 295 mod 353) mod 353

=40 * (171* [2952 mod 353]” mod 353

=40* (171* [187’] mod 353) mod 353

=40* (171* [187* 187° mod 353] mod 353) mod 353

=40* (171*[187* {1872 mod 353} mod 353] mod 353) mod 353
=40 * (171*[187* 223 mod 353] mod 353) mod 353

=40 * (171* [187* {22* (222 mod 353) mod 353} mod 353] mod
353) mod 353

=40 * (171* [187* {22*131 mod 353} mod 353] mod 353) mod
353

=40*( 171* [187*58 mod 353] mod 353) mod 353

=40* (171* 256 mod 353) mod 353

=40* 4 mod 353

=160 mod 353

=160



